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Abstract 

 
This work is concerned with experimental realization of quantum cryptography system 

based on BB84 protocol. 

In this work a setup was built consisting of four laser diodes at the transmitter that 

operate randomly emitting photons polarized at diagonal and rectilinear bases to encode the 

information consisting of  random bits of “0”s and “1”s in order to construct the key needed for 

data encryption. 

The receiver consists of four high speed solid state avalanche photodiodes operating in 

the Geiger mode each arranged with optical components that consist of a non- polarizing beam 

splitter , two polarizing beam splitter and half wave plate. The polarizing beam splitter splits an 

unpolarized light into two orthogonally polarized beams at 90
0
. Using  the beam splitter plus the 

half wave plate and the polarizing beam splitters, the received photons will be directed randomly 

and then polarizing beam splitters  split the received  beam of light according to the beam’s 

polarization to activate the corresponding APD that is arranged to give “0” or “1” depending on 

which APD is activated at that time. 

In addition, the receiver includes the electronic circuits required for producing suitable 

electrical signals, corresponding to the detectors output, that are further processed for 

synchronization and recording the digital signals that are sent to the PC to apply the algorithms 

written in MATLAB6.5 of error correction and privacy amplification. 

The work concerns with designing the transmitter circuit that achieves sending minimum 

number of photons per emitted laser pulse and producing the signals needed for the 

synchronization between the transmitter and receiver during the detection process. 

The parameters that affect the detectors performance involving the number of dark 

counts, number of blank counts and avalanche photodiodes (APD) output pulse amplitudes have 

been observed. It has been shown that working with low temperature for the APD, 8
o
C, gave 

minimum number of APD detections including real counts and dark counts that are also lowered 

by operating the system at dark room at night time. These conditions gave a short key lengths ( 

50 -75 bits ) for encryption .Working with the same temperature in a dark room ( daytime ) gave 

longer key lengths ( 195 – 275) bits with high dark counts that introduce errors in the sifted key.  



For both cases 30000 bits have been generated randomly with LD firing pulse width 

equal to 500 ns and an excess voltage varying from 2 to 7 V. The final key is obtained after 

applying error correction then privacy amplification algorithms. Working with higher 

temperatures, 28
o
C, gave longer key lengths for both environment ( 350 – 780 bits ) but with 

higher dark counts which means more errors in the sifted key.  
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 الخلاصت

 
فً ْزا انؼًم رى ثُبء رشكٍت .  BB84ثشٔرٕكٕلْزا انؼًم ٌزؼهق ثزسقٍق ردشثخ ردفٍش كًً ثبلأػزًبد ػهى 

ثبػثخ فٕرَٕبد يسزقغجخ ثبنقٕاػذ انقغشٌخ " ٌزكٌٕ يٍ اسثؼخ نٍضساد ثُبئٍخ ػُذ انًشسهخ ٔ انزً رؼًم ػشٕائٍب

انٕازذ انؼشٕائٍخ نزكٌٍٕ انًفزبذ انلاصو ٔ انًسزقًٍخ نزدفٍش انًؼهٕيبد انزً رزكٌٕ يٍ ػذد يٍ الأصفبس ٔ 

 .نؼًم ردفٍش نهًؼهٕيبد

 

انًسزهًخ رزكٌٕ يٍ اسثؼخ كٕاشف ضٕئٍخ ثُبئٍخ  راد الأٍَٓبس انًضبػف ػبنٍخ انسشػخ ٔ انزً رؼًم ثًُظ 

كبٌكش كم ٔازذح يُٓب يشرجخ يغ يٕاد ثصشٌخ ٔ انزً رزأنف يٍ يٕصع ضٕء غٍش يسزقغت ٔ يٕصػبٌ نهضٕء 

 .ٔ قبػذح َصف يٕخخ يسزقغجبٌ

 

يٕصع  انضٕء انًسزقغت ٌقٕو ثزٕخٍّ انفٕرَٕبد غٍش انًسزقغجخ انى فٕرَٕبد ثبردبٍٍْ يسزقغجخ ػًٕدٌب يغ 

ثبسزؼًبل يٕصع انفٕرَٕبد غٍش انًسزقغت ٔ قبػذح َصف انًٕخخ فبٌ انفٕرَٕبد . دسخخ 90ثؼضٓب ثضأٌخ 

د انضٕء  انًسزقغجخ ثزٕخٍّ انفٕرَٕبد  انًسزهًخ عجقب انًسزهًخ سٍزى رٕخٍٓٓب ػشٕائٍب ٔ يٍ ثى رقٕو يٕخٓب

انى اسزقغبة انفٕرٌٕ نزسفٍض انكبشف انضٕئً انثُبئً راد الأٍَٓبس انًضبػف راد انؼلاقخ ٔ انزي ٌكٌٕ 

ثبلأضبفخ انى . يشرجب نٍؼغٍُب صفش أٔ ٔازذ ثبلأػزًبد ػهى اي كبشف قذ رى رسفٍضِ فً رهك انهسظخ يٍ انضيٍ

ائش الأنكزشٍَٔخ انلاصيخ لاَزبج اشبساد كٓشثبئٍخ يُبسجخ ثبلأػزًبد ػهى خشج انكبشف ، زٍث رنك رٕخذ انذٔ

اٌ ْزا انخشج سٕف ٌزى انزؼبيم يؼّ نزسقٍق انزضايٍ ٔ نزسدٍم الأشبساد انشقًٍخ انزً ٌزى اسسبنٓب انى 

 .قٍق انسشٌخنزصسٍر انخغأ ٔ رر  MATLAB6.5انسبسٕة نزُفٍز ثشايح رى كزبثزٓب ثبسزؼًبل ثشايح  

 

انؼًم ٌزؼهق ثزصًٍى دٔائش انًشسهخ انزً رسقق اسسبل اقم ػذد يٍ انفٕرَٕبد خلال َجضخ انهٍضس انًشسهخ  

َبَٕ ثبٍَخ ٔ ركٌٍٕ الأشبساد انلاصيخ نهزضايٍ ثٍٍ انًشسهخ ٔ انًسزقجهخ خلال  700َبَٕ ثبٍَخ ٔ  500ثغٕل 

 .ػًهٍخ انكشف

 

ػذد يشاد انكشف   اء انكٕاشف يٍ َبزٍخ ػذد يشاد انكشف انًظهًخ ٔرى يلازظخ انؼٕايم انزً رؤثش ػهى اد

نقذ رى انزٕضٍر اٌ انؼًم ػُذ دسخبد .انفبسغخ ٔسؼخ انُجضخ انخبسخخ نهكٕاشف راد الأٍَٓبس انًضبػف

دسخخ يئٌٕخ، رؼغً اقم ػذد يٍ  8انسشاسح انًُخفضخ نهكبشف انضٕئً انثُبئً راد الأٍَٓبس انًضبػف ، 

رضًٍ ػذد يشاد انكشف انسقٍقٍخ ٔ ػذد يشاد انكشف انًظهًخ ٔ انزً ًٌكٍ رخفٍضٓب ثبٌ ٌزى انكشف انزي ي

ثذ  (   70 – 50)اٌ انؼًم ثٓزِ انششٔط اػغى يفزبزب قصٍشا ". رشغٍم انًُظٕيخ فً غشفخ يظهًخ نٍلا

 – 195)ل أػغذ يفزبزب أعٕ" انؼًم ثُفس دسخبد انسشاسح فً غشفخ يظهًخ َٓبسا. نزُفٍز ػًهٍخ انزدفٍش

 .ثذ يغ ػذد يشاد كشف يظهًخ ػبنٍخ ٔ انزً رؤدي انى ظٕٓس أخغبء فً انًفزبذ انًذقق(  275

 

َبَٕ  700ٔ ) َبَٕ ثبٍَخ  500يغ انهٍضساد انثُبئٍخ ثُجضخ عٕنٓب " ثذ ػشٕائٍب 30000فً انسبنزٍٍ رى رٕنٍذ 

انًفزبذ انُٓبئً ٌزى انسصٕل ػهٍّ ثؼذ . فٕنذ 7فٕنذ انى  2يغ انفٕنزٍخ انضائذح نهكبشف انزً رزغٍش يٍ (  ثبٍَخ 

أػغذ ( دسخخ يئٌٕخ 28)انؼًم يغ دسخبد زشاسح أػهى . رغجٍق خٕاسصيٍبد رصسٍر انخغأ ٔرسقٍق انسشٌخ

ثذ ٔ نكٍ يغ ػذد يشاد كشف يظهًخ أػهى ٔ ْزا ٌؤدي انى ظٕٓس (  780 – 350)يفبرٍر أعٕل نهًسٍغٍٍ 

 . أخغبء أكثش فً انًفزبذ انًذقق 

 

 


